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Paspen Filter MmexxceTeBOro aKkpaHa MCNOJb3YIOTCA AN pa3peLlleHns nam 610KMPoOBKN OTAeNbHbIX
NnakeToB, NepeHanpaBJ/ieHHbIX B Bally JIOKaJIbHYIO CE€Tb, UCXOAALWMX OT Ballero MapLipyTusaTopa
NN HaMpPaBJIEHHbIX K HEMY.

CyuwiecTByeT ABa MeToZa HAaCTPOMKN (huibTpaLmnn:

e pa3pellaTb KOHKPETHbIN Tpadunk n 610KMpoBaTb BCE OCTasIbHOE;
e 6710KMpPOBaTb TONLKO BPEAOHOCHbLIN TpaduK, pa3pewlas BCE oCTasibHOe.

Ob6a meToLa MMEKT CBOW MJIOCbl U MUHYCbI, HanpuMep, C TOYKN 3peHnsa 6es3onacHOCTM NepBbIn
MeTond ropa3no 6ezonacHee, Ho TpebyeT BMellaTeNbCTBa aAMUHNCTPaTOpPa Npm HeobxoanMocTu
pa3pelleHnsa TpadmKa OS5 HOBOM Cay>Kbbl. OTa cTpaTernsa AaéT XOPOLUNUA KOHTPOJb Hag
TpahnKOM 1 CHMXKAET BEPOATHOCTb HapyLleHns 6e30nNacHOCTU 13-3a OWNBOYHOM HAaCTPONKN
CNy>6bil.

C Apyrow CTOpPOHbI, MPW 3aLLUNTe KJNEHTCKOM CceTU 6b110 6bl aAMUHUCTPATUBHBIM KOLLUMApPOM
pa3pellaTb BCe BO3MOXKHbIE Cy>XKObl, NCMOJIb3yeMble Nosib3oBaTenaMu. Mo3ToMy TUlaTelbHoe
NJaHNPOBAHME MEXCETEBOIro 3KpaHa HEOOXOANUMO AJ1St CNIOXKHbBIX HACTPOEK.

POUNbTP MEXXCeTeBOro a3KpaHa COCTOUT U3 TPEX NpenonpenenéHHblX Lernovyek, KoTopble HeNb3s
yhanaThb:
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e input — ncnonblyetca ona o6paboTKM NakeToB, NPOXOAALLUX Yepe3 OANH U3
NHTEepdENCoB C afpeCcoM Ha3HAYeHMS, KOTOPbIA ABASETCA OAHUM U3 afpecoB
MapLipyTmlaTopa. NakeTbl, MpoxXoasLine Yyepes MapLlpyTusaTop, He obpabaTkiBatoTCA
npaBuiaMun Lenoydkn input (Bxoasiwme Ha MapLUpyTU3aTop).

o forward — ncnonb3syeTtca onsa o6paboTkm NakeToB, NPOXOAALLUX Yepe3 MapLpyTmnsaTop.
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e output — ncnonb3yeTca ans 06paboTKM NAKETOB, MCXOAALWMX N3 MapLUPyTU3aTopa
4yepes oAUH U3 NHTepgencoB. MakeTbl, MPOXOASLLME YepPe3 MapLUPYTM3aTop, He
obpabaTbiBalOTCS NpaBuaamMum LEenoYvyky output (ncxogsime ns mapLipyTn3aTopa).

KoHdurypauma punbTpa MeXCceTeBOoro aKpaHa AOCTYMNHa U3 MeHt ip/firewall/filter ons IPv4 un
ipve/firewall/filter gns IPve6.
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PaccMmoTpumm 6a30BbIN NpMep MeXXCeTeBOoro aKpaHa A5 3alinTbl CAaMOro MapLlpyTmnlaTopa n
KJINEHTOB 3a HUM, KakK 0J1a npoTokosioB IPv4, Tak u IPv6.

OcCHoBHble NpaBuna HaCTDOIZKI/I MeXCeTeBOIro sKpaHa:

e paboTaTb C new COeAMHEHUAMU, 4TOObI CHU3UTb HArpy3Ky Ha MapLIpyTuU3aTop;

e paspellaTb TO, YTO HY>XHO, 1 6BJIOKMPOBaTb BCE OCTasibHOE ( drop );

e log=yes MO>XHO YCTaHOBUTb OJ181 BeAEeHWUs XXYpPHasia HEKOTOPbIX aTak, HO 3TO MOXET
yBENNYNTb Harpysky Ha CPU npu cunbHbIX aTaKax.

Bcerpa HadymMHaeM C pa3spelleHns y>Ke YCTaHOBJIEHHbIX U CBA3aHHbIX COeAVHEHNI, NO3TOMY
rnepeoe NpasuiIo LOJIKHO NpuHUMaTh "established" u "related" coeguHeHuns:

/ip firewall filter add action=accept chain=input comment="default configuration" connection-

state=established, related
3aTeM pa3pellaeM HEKOTOpbIE HOBbIE coegnHeHNs. B npuMmepe pa3peliaeTcs 40CTyn Mo
npotokony ICMP ¢ ntoboro agpeca v BCé 0CTaJlbHOE TOJIbKO U3 AMana3oHa aapecoB 192.168.88.2-

192.168.88.254. 1nsa 3TOro co3naércsa CNUCOK aapecos 1 ABa nNpasuia GpuabTpa MeXXCeTeBoro
3KpaHa:

/ip firewall address-list add address=192.168.88.2-192.168.88.254 list=allowed to router
/ip firewall filter add action=accept chain=input src-address-list=allowed to router

/ip firewall filter add action=accept chain=input protocol=icmp

N, HakoHel, 61oKMpyem BCE oCTasibHOE:

add action=drop chain=input

MonHbIN Ha6op TOJIbKO YTO CO34aHHbIX NMpaBu:



/ip firewall filter add action=accept chain=input comment="default configuration" connection-
state=established, related

add action=accept chain=input src-address-list=allowed to router

add action=accept chain=input protocol=icmp

add action=drop chain=input

/ip firewall address-list add address=192.168.88.2-192.168.88.254 list=allowed to router

Moaxon K 3aliMTe Nosib30BaTesNeN CXOX, 38 UCKJIIOYEHWEM TOro, YTO B 3TOM CJlyyae Mbl
610KMpyeM HexxenaTesbHbIn TpauK 1N paspellaeM BCE oCTaslbHOE.

CHayvana co38aéM address-list € MMmeHeM "not in_internet", koTopbin BygeT NCNonbL30BaThCA B
npaBuax @uabTpa Me)XXCeTEBOro 3KpaHa:

/ip firewall address-list add address=0.0.0.0/8 comment=RFC6890 list=not in internet
add address=172.16.0.0/12 comment=RFC6890 list=not in internet

add address=192.168.0.0/16 comment=RFC6890 list=not in internet

add address=10.0.0.0/8 comment=RFC6890 list=not in internet

add address=169.254.0.0/16 comment=RFC6890 list=not in internet

add address=127.0.0.0/8 comment=RFC6890 list=not in internet

add address=224.0.0.0/4 comment=Multicast list=not in internet

add address=198.18.0.0/15 comment=RFC6890 list=not in internet

add address=192.0.0.0/24 comment=RFC6890 list=not in internet

add address=192.0.2.0/24 comment=RFC6890 list=not in internet

add address=198.51.100.0/24 comment=RFC6890 list=not in internet

add address=203.0.113.0/24 comment=RFC6890 list=not in internet

add address=100.64.0.0/10 comment=RFC6890 list=not in internet

add address=240.0.0.0/4 comment=RFC6890 list=not in internet

add address=192.88.99.0/24 comment="6to4 relay Anycast [RFC 3068]" list=not in internet

KpaTkoe obbsCcHeHMe npaBua puibTpa MeXCeTEeBOro s3KpaHa:

e MaKeTbl C connection-state=established, related go6asnsatoTca B FastTrack ons yckopeHus
nepenayn AaHHbIX, hunbTp 6yneT paboTaTbh TONLKO C HOBbIMU COEONHEHUNAMU;

e ON10KMpOBaTb invalid COeAMHEHUA U BECTU XYpHan ¢ npedukcom "invalid"”;

e 6710KMpOBaTh NOMbITKM AOCTYNa K HeNyb/IMYHbIM agpecaM 13 JIOKaJIbHON CeTn C
npuMeHeHneM address-list=not in internet , "bridge" — nHTepdenc nokanbHoOM ceTu,
JornposaTb NMpu nonbiTKkax ¢ npedgukcom "!public from LAN";

e 6110KMpOBaTb BXOAALWME NaKeTbl, KOTopble He npoxoaaT NAT, nHtepdgenc etherl —
ny6anyHbIA, nornposaTb C npedgukcom "INAT";

e MPbKOK B Lerno4vky ICMP onsa otbpoca HexxenaTesnbHbix ICMP coobweHuni;



e 6/10KMpOBaTb BXOAsALME C IHTepHeTa HenybanyHbie IP agpeca, nHtepdenc etherl —
ny6anyHbIA, NOrMpoBaTb MOMbITKK € npedukcom "!public";

e 6/10KMpOBaTb NakKeTbl U3 JIOKAJIbHOM CeTN, KoTopble He umetoT IP B noaceTn LAN
192.168.88.0/24.

/ip firewall filter add action=fasttrack-connection chain=forward comment=FastTrack
connection-state=established, related

add action=accept chain=forward comment="Established, Related" connection-

state=established, related

add action=drop chain=forward comment="Drop invalid" connection-state=invalid log=yes log-
prefix=invalid

add action=drop chain=forward comment="Drop tries to reach not public addresses from LAN" dst-
address-list=not in internet in-interface=bridge log=yes log-prefix=!public_from LAN out-
interface=!bridge

add action=drop chain=forward comment="Drop incoming packets that are not NAT ted" connection-
nat-state=!dstnat connection-state=new in-interface=etherl log=yes log-prefix=I!NAT

add action=jump chain=forward protocol=icmp jump-target=icmp comment="jump to ICMP filters"
add action=drop chain=forward comment="Drop incoming from internet which is not public IP" in-
interface=etherl log=yes log-prefix=!public src-address-list=not in internet

add action=drop chain=forward comment="Drop packets from LAN that do not have LAN IP" in-

interface=bridge log=yes log-prefix=LAN !'LAN src-address=!192.168.88.0/24

Pa3pellaem TosIbKO HY>XHble Kogbl ICMP B uenoyke "icmp":

/ip firewall filter add chain=icmp protocol=icmp icmp-options=0:0 action=accept comment="echo
reply"

add chain=icmp protocol=icmp icmp-options=3:0 action=accept comment="net unreachable"

add chain=icmp protocol=icmp icmp-options=3:1 action=accept comment="host unreachable"

add chain=icmp protocol=icmp icmp-options=3:4 action=accept comment="host unreachable
fragmentation required"

add chain=icmp protocol=icmp icmp-options=8:0 action=accept comment="allow echo request"

add chain=icmp protocol=icmp icmp-options=11:0 action=accept comment="allow time exceed"

add chain=icmp protocol=icmp icmp-options=12:0 action=accept comment="allow parameter bad"

add chain=icmp action=drop comment="deny all other types"

O4eHb MoXoy)Ka Ha HaCTpPoWnKy IPv4, 3a NCKJIIOYEHUEM TOro, 4TO AN KOppeKTHon paboTbl IPv6
TpebyeTcsa nogaep>xka 6onblIEro Yncsa NPOTOKOJIOB.



CHavana co3faémM address-list , U3 KOTOPOro pa3pellaemM AOCTyN K YCTPOMCTBY:

/ipv6 firewall address-list add address=fd12:672e:6f65:8899::/64 list=allowed

KpaTkoe obbacHeHMe npaBua punbTpa IPV6:

e paboTaTb C new NakeTamu, pa3pewaTb established/related NakeThbl;

° 6J'IOKI/IpOBaTb link-local agpeca C l'Iy6)'IVI‘-IHOI'O MHTepHeT-VIHTepd)eVIca nnn Crnnmcka
NHTEepdencos,;

e pa3pewlaTb OOCTYM K MapLlpyTusaTopy C link-local agpecos, pa3pewaTb multicast
agpeca On14 uenen ynpasseHns, pa3pellaTb Ball MCXOOHbIA address-list OS5 AOCTyna K
MapLpyTunsaTopy;

° 6)'IOKI/IpOBaTb BCE oCTaJlbHoe.

/ipv6 firewall filter add action=accept chain=input comment="allow established and related"
connection-state=established, related

add chain=input action=accept protocol=icmpv6 comment="accept ICMPv6"

add chain=input action=accept protocol=udp port=33434-33534 comment="defconf: accept UDP
traceroute"

add chain=input action=accept protocol=udp dst-port=546 src-address=fe80::/10 comment="accept
DHCPv6-Client prefix delegation."

add action=drop chain=input in-interface=in interface name log=yes log-
prefix=dropLL from public src-address=fe80::/10

add action=accept chain=input comment="allow allowed addresses" src-address-list=allowed
add action=drop chain=input

/ipv6 firewall address-list add address=fe80::/16 list=allowed

add address=xxxx::/48 list=allowed

add address=ff02::/16 comment=multicast list=allowed

B HeKoToOpbIX HacTponkax, rae ncnonbsyetca DHCPv6 peTpaHCcnaTop, src-agpec NakeToB MOXKeET
He NpuHagfnexaTb Anana3oHy link-local. B TakoMm cniy4ae napameTp src-address npasunia Ned
0OJDKeH BbITb yOanéH nan n3MeHéH A4 pa3pelleHns agpeca peTpaHcaaTopa.

ITOT war BaXkHee, 4yeM B IPv4. B IPv4 KneHThbl 06bIYHO MMEKT afipeca W3 JIOKaJIbHOro Anana3oHa
n paboTatoT Yyepe3 NAT ¢ nybanyHbIM IP, NO3TOMY OHWN HEAOCTYMHbI HANPAMYO N3 NYyBINYHbIX
ceTen.

B IPv6 BCE nHa4e. B 60/1bLLUNHCTBE pacnpoCTpaHEHHbIX HAaCTPOEK BKOYEHHbIN IPVv6 aenaet
KJIMEHTOB AOCTYMNHbIMK U3 NYy6/INYHBIX ceTen, No3ToMy oba3aTesibHbl NpaBuia GuabTpa
MEeXXCeTeBOro 3KkpaHa A1 3aWmnTbl KJINEHTOB.

BkpaTue, 6a3oBada 3awmta LAN gosmkHa:



e MPUHNMaTb established/related u paboTaTb C new MakeTamu;

e 6/10KMpOBaThb invalid MakeThbl;
e NpuHMMaTb ICMPV6 nakeThl;

e PDa3pellaTb HOBblE COeONHEHNA, NCXOoOALLNE TOJIbBKO OT KJINEHTOB B I‘Iy6J'II/I‘-IHyIO CEeTb,

e 6/10KMpOBaTb BCE OCTasibHOeE.

/ipv6e firewall filter add action=accept chain=forward comment=established, related connection-

state=established, related

add action=drop chain=forward comment=invalid connection-state=invalid log=yes log-

prefix=ipv6,invalid

add action=accept chain=forward comment=icmpv6 in-interface=!in interface name protocol=icmpv6

add action=accept chain=forward comment="local network" in-interface=!in interface name src-

address-list=allowed

add action=drop chain=forward log-prefix=IPV6

???7?7?7?7???7?7?7?7? (Matchers)

Bce cBoncTBa conocTtasuTenen obwme n nepevyncreHbl 30ech.

???7?7?7?7?? (Actions)

Tabnunubl HUXKE NOKa3bIBalOT CMUCOK CneLI,VICpI/I‘-IHbIX nns chlanpa OEeNCTBUN 1N CBA3aHHbIX CBOMNCTB.

Apyrve nencTeus nepeyncienbl 34ech.

CBOMCTBO
action (Mma gencTeunsa; No ymosnyaHuo: accept)

hw-offload (HeT | na; no ymon4aHuio: ga)

reject-with ( icmp-no-route | icmp-admin-prohibited | icmp-
not-neighbour | icmp-address-unreachable | icmp-port-
unreachable | tcp-reset | icmp-err-src-routing-header |
icmp-headers-too-long ; no ymon4aHuto: icmp-no-route)

??7??7?77?77?7?7 RAW

OnucaHue

BknoyaeT nnm BbikaO4aeT arnnapaTHoOe yCKopeHune
FastTrack. Moanep>xnBaeTcs TO/IbKO HA KOMMYyTaTopax ¢
yckopeHuem FastTrack n korga yctaHoBJieH
action=fasttrack-connection .

OnpepenseT ICMP-owmnbky, koTopas byneT oTnpassieHa
Ha3apj, ecan NnakeT OTKJIOHEH. [TpuMeHsaeTCca ecn ...

RAW Tabsnua MeXxceTeBOro skpaHa rno3BosisieT BbIBOPOYHO NponyckaTb Uan 610KMpoBaTh NakeThbl
[10 OTCNEXNBAHMNS COeANHEHN, 3HAYNTENIbHO CHMXXas Harpy3ky Ha CPU. 3To o4yeHb nonesHo ass

cmardyeHmnsa DoS/DDoS aTak.

KoHdurypauma RAW puibTpa foCTynHa U3 MeHto ip/firewall/raw ans IPv4 v ipve/firewall/raw

ons IPve.



RAW Tabnnuya He nMeeT CONOCTaBUTENEN, 3aBUCALLMX OT OTCAEXUBAHUS coeanHeHnn (HanpuMep,
connection-state, layer7 v ap.).

Ecnn nakeT nomeyvyeH A/ 06X0[a OTCNEXUBAHUA COeANHEHN, MaKeT He (hparMeHTUpyeTCs.
RAW Tabnuua MoXXeT MMeTb NnpaBusia TOJIbKO B ABYX LIEMNOYKax:

e prerouting — ncrnosnb3yetcsa ans obpaboTkm noboro nakeTa, BXOAALLErO B
MapLlpyTun3aTop;

e output — ncnonb3syetca gna 06paboTKM NAKETOB, CXOOALLMX U3 MapLlpyTU3aTopa
yepes nobon nHTepdenc. NMakeTbl, Npoxoadaume Yepes MapLupyTmn3aTop, He
obpabaTbiBalOTCS MpaBuaaMu Lenoykm output.

NmeeT oaHO cneyngpmnyeckoe oencTeue:

CBOMCTBO OnucaHue

action (HasBaHue OeNCTBUS; MO yMON4aHUIO: accept) notrack — He OTNpaBAATb MakeT B CUCTEMY
OTCNEeXMBaHMA coegunHeHnn (connection tracking).
MonesHo, korga Heob6xo4MMO NCMOMb30BaTh 0ObIYHbIN
¢haepBoOJ, HO OTC/IEXMBaHME COeANHEHI He TpebyeTcs.

MpennonoXuMm, y Hac ecTb HacTporka OSPF, HO 13-3a oTCieXxunBaHua coegnHeHuin y OSPF
BO3HMKaOT npobnembl € coceacTBoM. MOXKHO UCMoNb30BaThb Npasuaa RAW gna ncnpasneHus, He
oTnpanAa OSPF nakeTbl B OTC/EXMBaHNUE COeaUHEHWIA:

/ip firewall raw add chain=prerouting protocol=ospf action=notrack

add chain=output protocol=ospf action=notrack
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