Netinstall

P07

Netinstall — 3To MHCTpPYMEHT ON8 YCTaHOBKMK U nepeycTaHoBKK ycTponcTs MikroTik ¢ RouterOS.
Bcerpa ncnonb3ynte Netinstall, echm nogo3spesaeTte, 4TO yCTponcTBO paboTaeT HENPaBUJIbHO.
Mporpamma goctynHa onsg Windows (c rpadpmyeckum nHTepgencom) n ansa Linux (komaHgHas
CTpOKa).

KpaTko, npouepnypa Netinstall TakoBa: noaknto4dunTe MK Hanpsamyto K BOOT-nopTy yCTponcTBa
(0obbl4HO Etherl, c mapkunposkon BOOT nam ykasaHuemM B MHCTPYKLMK). BKNOYMNTE YCTPONCTBO,
yOep>XunBas KHomnky cbpoca, noka oHo He nosBuTcs B Netinstall.

BHumaHue. Netinstall bopmaTmpyeT cucTtemMHbIn AUCK, BCe hannbl N KoHdurypauus 6yoyT cTepThl.
Netinstall He yoanseT nnueH3noHHbIN Ktod RouterOS n He cbpacbiBaeT HacTponkm RouterBOOT,
HanpuMep, 4YactoTy CPU.

???°7?7?7°7?77? 27?7 Windows

e CkavanTte cTabunbHyto (Stable) nnu Tectosyto (Testing) Bepcuto ytunutbl Netinstall ¢
omuManbHOM CTpaHULbl 3arpy3okK.;

e CKkavyanTe ocHoBHOM NakeT RouterOS ¢ Ton e cTpaHuubl.;

e BboibepuTe Bepcuto RouterOS, npeanoyTuTeNbHO MOMEYeHHYI0 Kak Stable, n nogxoasuiyto
apxutekTypy (ARM, MIPS, SMIPS, TILE v T.4.). ECln He yBepeHbl, CKavYalnTe nakeTbl 454
Bcex apxuTeKkTyp, Netinstall onpegnennT npaBu/ibHLIN.;

o OTKJIIOYMTE BCE CeTeBble MHTEPMEeNnChbl KOMMboTEPa, KPOME UCMOIb3yeMOoro Aas
ycTtaHoBku — WiFi, Ethernet, LTE n T.4. Netinstall moxxeT paboTaTb TO/IbKO C OAHUM
aKTUBHbLIM NHTephencom.;

e HacTponTe ctaTnyecknn IP gna Ethernet-untepgenca (B pasgene Nyck = HacTponku),
oTkponTe "CeTb 1 NHTepHeT" » "3MeHNTb NapaMeTpbl aganTtepa"”, NnpaBol KHOMKOW
MbIlK Mo nHTepdency —» CeoncTea — Internet Protocol Version 4 (TCP/IPv4) - CBoncTBa.;
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U Ethernet Properties X
p

Metworking  Sharing

Connect using:
I? Realtek PCle GBE Family Controller

This connection uses the following tems:

3 Client for Microsoft Networks
’:]? File and Printer Sharing for Microsaft Networks
T3q05 Packet Scheduler
[l Intemet Protocol Version 4 (TCP/IPva)
O 2 Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDP Protocol Driver

[] 4 Intemet Protocol Version 6 (TCP/IPvE) W
< >

Imstall... LIninstall

Description

Transmission Control Protocol/Intemet Ppeftocal. The default
wide area network protocol that provigés communication
across diverse interconnected netwks.

Ok Cancel

e YcTaHoBUTE IP BPYy4YHYIO, Kak MoKa3aHOo Ha n3006pa>keHnn B pyKOBOACTBE.;

Internet Protocel Version 4 (TCP/IPvd) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the apprupriajie IF settings.

i n an IP address automatically
ge the following IF address:

IP address: __’__,_)|. 192 . 168 . 88 . 2 |
2.

Subnet mask: ’—’—_'] 255,255 .255. 0 |

Default gateway: 3-’/*192 168 .88 . 1 |
4.

CObtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred OMS server: /*'192 168 .88 . 1 |
5.
Alternate DMS server: | . . . |
[] validate settings upon exit 6. Advanced. ..

Cancel
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PacnakyinTte ckavaHHbIn apxuB Netinstall n 3anycTtuTte Netinstall.exe. Ecnn HeT
nHtepHeTa, Windows npenynpeaunT, HaxxmuTe "3anyctuTb". Netinstall TpebyeT npaB
agMuHucTpaTopa. PaspewnTte goctyn K nyban4HbIM CETAM 1M HAaCTPOMTeE NnapameTpbl
CeTeBOW 3arpysKku.;

* | = | Compressed Folder Tools  Downloads — O
Home Share View Extract
L'I dy Cut B Move to - | 3¢ Detete - - + Open~  FHselectan
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B Desktop ~ # (T CRC SHA S =d (zipp ,
; Downloads Bin to Start
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J) Music - : & Share
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@ Windows Security Alert *
Windows Defender Firewall has blocked some features of this
app
Windows Defender Firewall has blocked some features of netinstall on all public and private
networks,
ﬂ Mame: etinstall
Publisher: Lnknown
Path: C:wsers\supportidownloads\netinstall-«, v, z\netinstall. exe
Allow netinstall to communicate on these networks:
[ Private networks, such as my home ar work network
Public networks, such as those in airports and coffee shops (not recommended
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MopokntoynTe ycTponcTBo K MK Hanpsamyto Ethernet-kabenem, B nopT Etherboot (06bI4HO
Etherl nan nopT ¢ Hagnuckto BOOT).;

HekoTopble USB-aganTepbl MOryT CO34aBaTb CPbIBbl COEANHEHMNS, UCMOJIb3YNTE CBUTY
UAN poyTep B pexxmme MoCTa ANa ycTpaHeHus npobnembl. OTknto4nTe DHCP KAMEHT Ha
NHTepgence MocTa N PyHKLUMIO obHapy>XeHNA MHTepHeTa.;

Netinstall ncnonb3yet BOOTP-nakeThl, KOTOpbie MOTYT 6J10KMPOBaTLCA CETEBLIM
obopynoBaHuemMm — ybeaunTtech, 4TO NoOpThbl He 6N10KMPYIOTCA. B ciydae BKIKOYEHHOrr o
dhcp-snooping Ha3HauvbTe "trusted" ong noptos, Beaywmx K MK c Netinstall.;

Bkto4nTe yCcTponcTBO B pexum Etherboot — npo4TnTe pyKOBOLCTBO MO €ro akTuBaLmu,
MeTOoAbl 3aBUCAT OT MOAENN.;



e [lOXXONTECb, KOrga yCTponcTeo nosasmutca B crnncke Netinstall, Boibepute ero n Haxxmmute
"O630p", yKaKnte mecTtonosioxkeHne naketos RouterOS, HakmunTe OK,;

w MikroTik Netinstall for RouterOS v7.15beta9 —

—Routers/Drives
Label MAC address /... | Status Software |0 ILBVN-C'Y’3E| Help
Bwa.. TMD2EEEBETd  FReady -
B D = sl IREE Key: I(use preswious key» (hDFES Browse...
1 Select [T Keep old configuration Get key..
IF address: I ! I
Gateway: Keep hrandin
Selected 0 package(s) I r i E
| Baud rate: I LI [T Apply default canfi
Met booting | Install | Cancel | [~ Configure script: I ‘

—Packages

Sets: I LI Save set | Delete set

Frarm: IC:\.Users\,Uset’\DDcuments

Selectall Select non

MName | “arsion | Description

Mo packages in this directory
& Browse for Folder >

Select package directory:

There are 2 package(s) in this directory

W User ~
_J 3D Objects
mz Contacts

I Desktop
> Documents

3. Select

I oK |I Cancel

e BbibepuTe Hy>KHble NakeTbl U HAXKMUTE "YCTaHOBUTL", MO OKOHYaHUN YCTAaHOBKM
HaxxmuTe "lMepe3arpy3nTb" (ycTponcTBa 6€3 KOHCON peXuM nepesarpysku Bpy4Hyto).;
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& MikraTik Metinstall for RouterOS v7.15betad -
—Fouters/Drives
Label | bAC address /.. | Status | Software 1D ILEIVN-CYSB Help
CHRBwA... 7440:28.8E:86:74 Ready Key: I{use presvious key» (hDFES Browse...
[™ Keep old configuration Getkey...
5. lnstall |F address: I ! I
Gateway: Keep brandin
Selected 2 package(s) I r i -
| Baud rate: I LI [~ Apply detault canfi
Met booting | Install | Cancel | [~ Configure script: | ]
—Fackages
Sats IPreviDus Install LI Sawe get | Delete set |
From: ICZ‘\USEFS\USEI"\DDWHIDacﬂs Browse... | Selectall Select none
| Mame | Yarsian | Description
routeros 7142 hain package with most of services and drivers
jreless 7142 Frovides support for wireless station and AP.
4, Select the required packages
wireless depends on system (7.14.2)
w. MikroTik Netinstall for RouterOS v7.15betad —
—Routers{Drives
Label | hAC address /... | Status | Software |0 ILEIVN-CY39 Help
S RBwA . 7440:26:0E:86:74 0K Key: I(use previous key» (hOFES Browse...
[ Keep old configuration Get key...
IF address: I ! I

— Giateswany I [~ Keep branding
Installation finished successfully
Baud rate: I LI [ Apply default confi

Met booting | Install I Cancel | [T Configure script I

—Packages
Sats: IPreviDus Install LI Sawve set | Delete set |
From: IC:\,Users\USEH\DDwnIDads Browse... | Selectall Select none
Mame | “Yersion | Description
routeros 7.14.2 Main package with most of services and drivers
wireless 7.14.2 Frovides support forwireless station and AP.

wireless depends on system (7.14.2)

e ECcnin ckavanm nakeTbl 019 HECKONBKUX apxuTekTyp, Netinstall noka>keT TosibKo
nogxogsiwime oNns Bawero yCTponcTea nocse Bbibopa.
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e EC/in ycTaHOBKa He Ha4ynHaeTca (HeT nporpecca uam ctaTtyca), nonpobynTe 3aKkpbIThb U
nepe3anyctuTb Netinstall nnn BHOBb BKAOUYNTL pexxum Etherboot. Mpu npobnemax
nonpobynTe Ha ApYyroM KoOMnbloTepe.;

e Onumsa "Keep old configuration" (ocTaBUTb CTapylo KOHPUIrypaLKno) CKavynBaeT
KOH(MIrypauuio C yCTPONCTBaA, NepeyCcTaHaBAMBaeT ero (¢ hopMaTuUpoBaHNEM ONCKA) U
3arpy>xaeT KoHpurypaumto obpaTtHO. 3Ta onuusa KacaeTcs NNWb KOHPUrypaumm n He
BAMSAET Ha hanbl, BKAoYasa 6a3bl faHHbIX User Manager, Dude v ap.;

e Mocne Netinstall ycTponcTBo cbpacbiBaeTCs K CTaHAAPTHLIM HAaCTPOMKaM (ecnun He
BbIBpaHO He 3arpy>aTb CTaHOAPTHY KOHpUrypauunto). HekoTopble yCTpoONCTBa No
YMO4aHUIO He JoCTynHbl Yepes etherl no coobpakeHnsam 6esonacHocTn (nogpobHee o
CTaHOApPTHOW KOHUrypauun).;

e Onuwmnsa "Keep branding" coxpaHsaeT yCTaHOBAEHHbIN NakeT ¢ BpeHANHIOM YCTPOMCTBA, He
nepeyctaHasauBas ero B Netinstall.;

w MikroTik Metinstall for RouterOS v7.15beta9 — :

—Routers/Drives

Label | MACaddress/.. | Status | Software ID: [L3VN-Cv33 Help
wid. 74:40:28:8E:86:74 Ready Key: |<use previous key> (hDFES ErEmEEL.
[7 Keep ald canfiguration Get key...
IP address: I ! I_
Giatewan: I [v Keep branding

Selected £ package(s)

| Baud rate: I LI I lE\pplydefaultcclnfi[_
Met booting | Install I Cancel | [T Configure script I

—Fackages
Cats IPreviDus Install LI Save set | Delete set |
Fram: ICZ\USEFS\USEI"\DDWHIDE\Lds Browse... | Select all Select nane
Mame | “ersion | Descriptian
routeros 7142 hain package with most of services and drivers
wireless 7142 Frovides support forwireless station and AP.

wireless depends on system (7.14.2)

e Mpun ncnonb3oBaHUM ckpunTta HacTponkuy ("Configure script") pekomeHayeTcs nobaBuTh
3a[epXXKy nepepn 3anyckoM KOHpUrypauuu.;

e YCTpoOncTBO rotoBo! HactponTe ero n nogknto4dnTe K cetn. OHO Ao/KHO paboTaTh
KOPPEKTHO.

?7?7?7?7°7°7?7?7?7? 2?7 Linux

Bepcusa ansa Linux — KoMaHgHas yTUAUTa C napaMeTpaMu, aHanornyHbimm Windows-sepcum.
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wget https://download.mikrotik.com/routeros/[VERSION]/netinstall-[VERSION].tar.gz
tar -xzf netinstall-[VERSION].tar.gz

sudo ./netinstall-cli [-parameters] [address/interface] routeros-arm64-[package VERSION].npk

YTunuta TpebyeT npas root, 3anyckanTe ¢ sudo.

MapameTp OnucaHue

-r Mpwv nepeycTaHoBKe cbpacbiBaeT KOHMUIYpaLMIO 1
NpYMeHsIeT CTaHLaPTHYIO, eC/IN ecThb.

-e Mpwn nepeycTtaHoBKe cbpacbiBaeT yCTPONCTBO K NMyCTOMN
KOHUrypauun.
-b OTKa3 OT NepeycTaHOBKW NakeTa bpeHanHra, nHave

rnepeycTtaHaB/mBaeTcs BMmecTe ¢ RouterOS.
-m BkitovaeT nepeyCcTaHOBKY HECKOJIbKUX YCTPOMCTB.

-0 Mpwn ncnonbsoBaHMm "-0" yCTPONCTBO MOXKET ObITb
yCTaHOBJIEHO TOJ/IbKO OAMH pa3 3a 3anyck netinstall.
YcTponcTtsa ¢ TeM e MAC nrHopmpytoTcs rocse rnepsom
YCTaHOBKMU.

-f VrHopmpoBaTb OrpaHny4eHmns no pasmepy. Mpu
npeBbILIEeHUN LOCTYMHOro MecTa NosBAsSeTCs owmnbKa.

-C PaspelwnTb Heckonbko 3k3emnnaspos Netinstall Ha ogHOM
MK.

-V Pe>xum nogpobHocTen (verbose).

-k <keyfile> MNepenaTb YCTPONCTBO JINLEH3UNOHHbBIM KJTlOHOM hopMaTa

.KEY (onunoHasibHO).

-s <userscript> MpenBapuTenbHas HaCTPOMKa YCTPOMCTBA CKPUMTOM
(.RSC), ynanssa cyllecTByOLLYO KOHpUrypaumo. CKpunTt
MO>XET MUCMOoJIb30BaTb 3aBOACKME MAPOJIN U3 NMEepeMeHHbIX
$defconfPassword n $defconfWifiPassword (c Bepcumn
7.10beta8).

--mac <mac address> Yka3zaTb MAC, KOTOpOMY pa3pelleHa ycTaHoBKa. [pyrue
3anpocbl BOOTP nrHopupytoTcs.

-i <interface> 3agaTb UHTepdenc (onumoHaabHo).

Ncnonb3yeT IP, koTopbin cepeep Netinstall npucsonT
yCTPONCTBY — 0bsi3aTesieH, MOXXeT ObiTb aBTOHa3Ha4YeH
npu yKasaHum nHtepdenca.

PACKAGE Cnincok naketos popmaTa RouterOS.NPK ona yctaHoBKU
(o6s13aTeNbHO). CUCTEMHBIN MakKeT A0/HKEH ObiTb MEPBbLIM.

Ecnn He yKa3aH napameTp -r unan -e, netinstall-cli nepeyctaHasnmBaeT RouterOS, coxpaHsas
KOHUrypauuo, ckadmas ee, hopMmaTnpys OANCK 1 3arpykas obpaTHO, aHanorm4Ho onuunm "Keep
old configuration" B Netinstall. 3To KacaeTcsa TONIbKO KOHUrypaL MK, He 3aTparmBas ganbl, 6asbl
User Manager, Dude u npo4ue.



CHayvana HacTpounTe IP Ha nHTepdence komnbloTEpPa:

admin@ubuntu:~$ sudo ifconfig <interface> 192.168.88.2/24

3anyck Netinstall (npumep ¢ cbpocom KoHpUrypaumnn):

admin@ubuntu:~$ sudo ./netinstall -r -a 192.168.88.3 routeros-mipsbe-6.48.1.npk
Using server IP: 192.168.88.2

Starting PXE server

Waiting for RouterBOARD...

PXE client: 01:23:45:67:89:10

Sending image: mips

Discovered RouterBOARD...

Formatting...

Sending package routeros-mipsbe-6.48.1.npk ...

Ready for reboot...

Sent reboot command

Mpumep 3anycka Netinstall Bepcun 7 ¢ npuMeHeHneM NMyCcTon KoHUrypauum n yoaaeHmnem
bpeHanHra:

admin@ubuntu:~$ sudo ./netinstall-cli -e -b -i enx1234567ee890 -a 192.168.88.3 routeros-
7.14.2-arm.npk wireless-7.14.2-arm.npk
Version: 7.15beta9 (2024-03-27 20:41:15)

Will apply empty config

Will remove branding

Using Interface: enx1234567ee890

Wait for Link-UP on 'enx1234567ee890'. OK
Using Client IP: 192.168.88.3

Using Server IP: 192.168.88.10

Starting PXE server

Waiting for RouterBOARD...

client: 74:4D:28:8E:86:74

Detected client architecture: arm

Sending and starting Netinstall boot image ...
Installed branding package detected
Discovered RouterBOARD... 74:4D:28:8E:86:74
Formatting...

Sending package routeros-7.14.2-arm.npk ...

Sending package wireless-7.14.2-arm.npk ...



Sending empty config
Ready for reboot...

Sent reboot command

Etherboot

Pexxum Etherboot — cneumanbHoe cocToaHMe ycTponcTBa MikroTik, mo3sonsiowiee
rnepeyCcTaHoBUTb yCTponcTBO ¢ nomMoulbio Netinstall. CywecTByeT ABa Tuna 3arpy34mMKoB:
06bIYHbBIV U pe3epBHbIN. Heobxoanmo nposepuTh 0ba.

e [1nA ncnonb3oBaHMa 0bbIYHOrO 3arpy3ynka Haxxmute Ctrl+E B nocnepgoBaTenbHoM
KOHCOJIN NN HaXXMUTe KHomnKy Reset cnycTsa 1-2 ceKyHAObl MOCAe BKJOYEHNA NMUTAHUA.

e [1nA pe3epBHOro 3arpysymka BblKJIIOHYUTE YCTPONUCTBO. HakmnTe Reset, BKAO4UYUTE
nuTaHue (oXxxmnpanTe noka ceetogmon USR MUrHET 1 3aropuUTCcs NOCTOSAHHO, 3aTEM
rnoracHeT), oTNycTuTe Reset — yCTponcTBO 3arpysunTtcs B pexxume BOOTP ans
rnepeycTaHOBKMW.

P07 2770?77

KHonka Reset ecTb Ha Bcex ycTponcteax MikroTik. OHa no3BonseT BkAOYUTL Etherboot pexum.
[ns 3TOro BbIKJKOYMTE YCTPOWCTBO, YAepXMBanTe Reset, BKAOUYMTE YCTPOWUCTBO, MPOAO/IKANTE
yOep>XnBaTb KHOMKY, MOKa OHO He MosBMTCA B OKHe Netinstall.

////////
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Ecnn ycTaHoBneH Protected bootloader, noBegeHmne kHonku cbpoca nameHeHo, n 6e3 3HaHusA
HaCTpOEeK ero Henb3da byaeT ncnonb3oBaTh 4S5 BXxoda B Etherboot nnn cbpoca yctponcraa.

RouterOS

EC/in yCTPOMCTBO 3arpy>XaeTcs U MOXKHO BONTU B CUCTEMY, MOXKHO akTuBMpoBaTh Etherboot
peXnM KOMaHaon:

/system routerboard settings set boot-device=try-ethernet-once-then-nand

3aTem nepesarpysnTte yCTPOMNCTBO. Mpu cneayoLleM 3anycke yCTpoMCcTBO nonpobyeT 3arpy3nTbCs
B Etherboot pexxunm. Mocne nepsoro 3anycka B Etherboot nocnepytowmne — 6yayT n3 namatn NAND
WNn YCTaHOBJIEHHOrO HOCUTENS.

DDV VVVVVVVV?? V7?77?77

HekoTopble yCTpONCTBa MMEIOT nocsiefoBaTesibHbIA NOPT, C MOMOLL LI KOTOPOro MOXXHO BONTU B
Etherboot pexxum. HacTponTe TepMmnHan Cc napamMmeTpamu:

e 115200 6uT/c, 8 6UT AaHHbIX, 1 cTON-6UT, HET MPOBEPKN YETHOCTU, OTCYTCTBUE
yrnpaB/iieHns NOTOKOM (A8 60NbLWMHCTBA YCTPOUCTB, KpoMe RouterBOARD 230);

e 9600 6uT/C, 8 6GUT maHHbIX, 1 cTOoN-6MT, annapaTHoe HW-ynpaBneHue notokoM (RTS/CTS)
onsa RouterBOARD 230.

Ncnonb3yinTte npaBusbHbin null modem kabenb (MMH-ayT yKasaH B 4OKYMeHTauuun). Bo Bpems
3arpy3Km MHOrokpaTtHo HaxumanTe Ctrl+E, noka He yBuanTe cooblieHmne o nonbiTke
ncriosb3oBaHna BOOTP npoTokona:

RouterBOOT booter 7.14.2 CRS328-4C-20S-4S+ CPU frequency: 800 MHz Memory size: 512 MiB Storage
size: 16 MiB

Press Ctrl+E to enter etherboot mode

Press any key within 2 seconds to enter setup

trying bootp protocol.... 0K

Got IP address: 192.168.88.3

resolved mac address 84:69:93:9E:E6:49

transfer started

transfer ok, time=2.00s

Tenepb ycTponcteo B Etherboot pexxnme n noasutca B Netinstall.
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