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O6HOBMTE CMMCOK NakeToB M ycTaHoBUTe Nginx U3 cTaHAapTHbIX peno3utopues Debian/Ubuntu.

sudo apt update && sudo apt install -y nginx

OCHOBHble KOMaHAbl AN ynpaBaeHnusa coctToaHueM cnyxbbl Nginx.
MpoBepuTb CTaTYC:
sudo systemctl status nginx

[No6aBnTb B aBTO3arpysKy:

sudo systemctl enable nginx

Mepe3anyctuTb Nginx (TpebyeTcs nocne naMmeHeHUss KOHUrypaLun):

sudo systemctl restart nginx

YT106b1 Nginx 6b1n1 [oCcTyneH n3BHe, HeobxoaMMo OTKPLITb NopThl 80 (HTTP) n 443 (HTTPS). Onsa
COXpaHEeHWs NpaBuW Mocsie nepesarpys3kn peKkoMeHayeTCss UCNosb30BaTh NakeT iptables-
persistent’.

CHa4ana YCTaHOBUTE NaKeT OJ1a COXpaHeHWNA npaBuJi:

sudo apt install -y iptables-persistent

3aTem gobaBbTe NpaBuia ans noptos 80 n 443. \_ BCTaBJIA€T NMpasBuJio Ha 5-10 nosnyuio.
Homep MmoxeT noTpeboBaTbCst U3MEHUTb B 3aBUCMMOCTW OT BalUeN KOHUrypauun.

sudo iptables -I INPUT 5 -p tcp --dport 80 -m conntrack --ctstate NEW,ESTABLISHED -j ACCEPT

sudo iptables -I INPUT 6 -p tcp --dport 443 -m conntrack --ctstate NEW,ESTABLISHED -j ACCEPT

HakoHel, coxpaHuTe TeKyline npasuia, YTobbl OHU NMPUMEHSINCL MOC/e nepesarpysku:



sudo netfilter-persistent save
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DTO OCHOBHOW KOHMUIYPaLMOHHbIN halin, KOTopbi 3aaaeT raobanbHble NapaMeTpbl paboThl Beb-
cepBepa. PenakTnpoBaTb €ro Hy>XHO C OCTOPOXKHOCThHO.

# YKasbiBaeT nonb3oBaTens, OT MMeHM KoToporo bynyT paboTtaTtb paboume npoueccs Nginx.
# PexkoMeHoyeTCA MCNOMb30BaTb CheuuanbHOro nosb3osatens (www-data) pna 6e3sonacHocTw.
user www-data;
# KonnuecTtBo paboumx npoueccos. 'auto' — onTuManbHeli BapuaHT, Nginx cam onpepenut
# KONMYeCTBO, paBHOE 4yucCny Apep npoueccopa.
worker processes auto;
# MyTb K ¢panny, rpe bypet xpaHutbcsa PID rnaBHoro npouecca Nginx.
pid /run/nginx.pid;
# BkmioyaeT dawnbl C [OMNOMHUTENbHLIMU MOLYNAMU, €C/IM OHWU YCTaHOBMEHbI.
include /etc/nginx/modules-enabled/*.conf;
events {
# MakcuManbHOe KONM4YEeCTBO OOHOBPEMEHHbIX COEOUHEHWW, KOTOpPOEe MOXeT
# obpaboTaTtb oguH pabouun npouecc. 06wmm numut = worker processes * worker connections.
worker connections 768;
# multi accept on; # MNo3BonseTr pabouyeMy npoueccy NpuHMMaTb BCE HOBble COENWHEHWUs cpasy.
}
http {
# ba3oBble HacTponku ona obpaboTkm MIME-TMnoB ¢annos.
sendfile on;
tcp _nopush on;
tcp _nodelay on;
keepalive timeout 65;
types hash max _size 2048;
# server_tokens off; # CkpbiBaeT Bepcuio Nginx B oTBeTax cepsepa.
# Nytb K ¢anny c MIME-Tunamu.
include /etc/nginx/mime.types;
# MIME-TuMn no yMon4yaHuio.
default type application/octet-stream;
# HacTpouku pna norupoBaHus.
access _log /var/log/nginx/access.log;
error _log /var/log/nginx/error.log;
# HacTpovkn pons Gzip-cxatusi. YMeHbwaeT pa3Mep nepefaBaeMbiX [aHHbIX .

gzip on;



gzip_vary on;

gzip_proxied any;

gzip_comp level 6;

gzip buffers 16 8k;

gzip http version 1.1;

gzip types text/plain text/css application/json ...;

MopokmoyeHne KOHPUIypauMOHHbIX GaioB ONf KaX[oro OTAENbHOro cauTa (BUpPTyanbHOro xocTa).
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3To rnaBHas OUpPeKTWBa, KOTopas fenaeT KOHQUrypauuo MOOYbHON.
include /etc/nginx/conf.d/*.conf;

include /etc/nginx/sites-enabled/*;



SSL/TLS ? Let's Encrypt

Certbot — 3T0O MHCTPYMEHT 4S9 aBTOMATUYECKOro nosy4eHusa n obHoBneHnsa ceptudukaTos Let's
Encrypt. YcTaHoBuTe ero v nnaruH gns Nginx.

sudo apt install -y certbot python3-certbot-nginx

3anyctuTe Certbot aonda Bawero goMmeHa. OH aBTOMaTUYECKU N3MEHUT Bally KOHdurypaumto Nginx,
4T06bI MCNoNb30BaTb HTTPS.

sudo certbot --nginx -d example.com -d www.example.com

Certbot aBTOMaTU4Yecky HaCTpPaMBAET CUCTEMHbIA TanMep (B systemd mnnm cron), KoTopbin byaeTt
npoaneBaTb cepTudmkaThl 3a 30 AHEN OO0 NX UCTeYeHUs. Bbl MoOXKeTe NpoTecTUpoBaTb 3TOT
npouecc.

sudo certbot renew --dry-run
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1. CtaHgoapTHaga KoHpurypaumsa ot Certbot

970 6a30BbI U HafeXHbI BapuaHT, KoTopbi Certbot co3gaeT aBToMaTuyeckn. OH ykasbiBaeT
nyTU K cepTudurkaTaM 1 NoakavaeT pekomeHaoBaHHble Certbot'om napameTpbl 6e30nacHOCTY.

server {
listen 443 ssl http2;
server _name example.com www.example.com;
ssl certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl certificate key /etc/letsencrypt/live/example.com/privkey.pem;
include /etc/letsencrypt/options-ssl-nginx.conf;
ssl _dhparam /etc/letsencrypt/ssl-dhparams.pem;

# ... ocTanbHaa KoHurypauus (root, location)



2. PegnpekT ¢ HTTP Ha HTTPS

970 obsA3zaTenbHbIN 610Kk onsa nboro carta Ha HTTPS. OH "cnywaeT" Hebe3onacHbIn 80-1 NOpT U,
MoJsly4mB 3anpoc, HeMenJIeHHOo OTrnpaBaseT KINeHTy oTeeT ¢ kogoM 301 (Permanent Redirect),
yKa3blBasi HOBbIN agpec Ha ~https:// . NepemeHHble “$host”™ 1 " $request_uri’ cOXpaHAIOT NCXOOHbIN
OOMeH 1 NyTb, 4TO6bl NoAb30BaTEb NOMNas Ha HY)XXHYIO CTPaHULY, HO Y)XKe Mo 3alUULLEHHOMY
MPOTOKONY.

server {
listen 80;
server _name example.com www.example.com;

return 301 https://$host$request uri;

3. MNMosblweHHasa 6e3onacHocTb (Strong Ciphers + TLS 1.3)

30€eCb Mbl ABHO yKa3biBaeM, Kakue NMpoTOKOJbl U WNGPbI pa3pelleHo Ncnosib3oBaTb. TLSv1.2™ u
"TLSv1.3" — coBpeMeHHble 6e3onacHble NPOTOKObI. JNNHHLIA CNUCOK “Ssl_ciphers™ nepeduncnsaeTr
HaneXHble Habopbl LWNGPOB N 3a8aeT UX NPUOPUTET. ITO 3alUMLLAET OT UCMOJIb30BaHMSA
yCTapeBLUUX U YA3BUMbIX aJiIrOPUTMOB LN POBaHNS.

server {

# ...

listen 443 ssl http2;

ssl protocols TLSv1.2 TLSvl.3;

ssl prefer server ciphers on;

ssl ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE-ECDSA-AES256-
GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE - ECDSA - CHACHA20-POLY1305 : ECDHE -RSA - CHACHA20 -
POLY1305:DHE-RSA-AES128-GCM-SHA256 :DHE-RSA-AES256-GCM-SHA384;

# ...

4. C HSTS (HTTP Strict Transport Security)

9TO MOLLHBLIN MexaHU3M 3aWwnTbl. Koraa nosnb3oBaTesb BrepBble 3aX04UT Ha CalT, cepBep
oTrnpaBAsieT 3arofsioBok Strict-Transport-Security . Bpay3ep nonb3oBaTens "3anoMnHaeT" 3Ty
WHCTPYKLUIO U B TeYeHne yKa3aHHOro BpeMeHun (" max-age B CeKyHAax, 34ecb — 2 roga) bynet
aBTOMATUYECKN U MPUHYANTENbHO BbIMOJHATbL BCE 3aNpOChl K 3TOMY AOMEHY (M nogaOMeHaM,
ecnm ykasaHo " includeSubDomains™) Tonbko no HTTPS, na)ke ecnu rnonb3oBaTeslb BBEAET B
afpecHon cTpoke http://".



server {

# ...

listen 443 ssl http2;

# ...

add _header Strict-Transport-Security "max-age=63072000; includeSubDomains; preload"
always;

# ...

5. OnTumMmM3aumnsa NponsBoanTesIbHoCcTN SSL

YcTaHoBKa SSL-coegnHeHUs — pecypcoeMkui npouecc. YTobbl YCKOPUTbL MOBTOPHbIE
MOAKIOYEHNS OT OAHOMO 1 TOro Xe KaneHTa, Nginx Mo)XeT K3LWnMpoBaTb MNapamMeTpbl ceccun.
"ss|l_session_cache’ co3paeT B namMsaTK k3w pa3MepoM 10 MB, a “ssl_session_timeout™ ykasbiBaeT,
KaK 00JIF0 XpPaHUTb CECCUI0. DTO 3HAYMTENIbHO CHMXKAET HAarpy3Ky Ha CepBep 1 yCKOpSAeT 3arpysky
canTa ANA BEPHYBLUUXCA NOCeTUTENEN.

server {
# ...
listen 443 ssl http2;
# ...
ssl _session_cache shared:SSL:10m;
ssl session timeout 1d;
ssl session tickets off; # PekomeHpyetcsa gna Perfect Forward Secrecy

# ...

6. MNonHasa KoHpUrypaumsa ¢ ay4wmmMm npakTnkamm

3TOoT NpuMep obbeanHaeT BCe Nyylee: yKasblBaeT NyTU K cepTudurkKaTam, UCnosb3yeT
COBPEMEHHbIe MPOTOKObI U WKdpbl, AobaBnseT 3aronosok HSTS ons 3awmThl U BKAOYaeT
K3LIMpOBaHNE ceccum anasa Nnpon3BoanTeNIbHOCTU. DTO Xopowunn, cbanaHCMpoBaHHbIN WabnoH gns
60/1bLUNHCTBA COBPEMEHHbIX CalTOB.

server {
listen 443 ssl http2;
listen [::]:443 ssl http2;
server _name example.com;
# SSL
ssl certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl certificate key /etc/letsencrypt/live/example.com/privkey.pem;

ssl trusted certificate /etc/letsencrypt/live/example.com/chain.pem;



# Security

ssl protocols TLSv1l.2 TLSv1.3;

ssl prefer server ciphers on;

ssl ciphers 'ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-
GCM-SHA384 : ECDHE -RSA-AES256-GCM-SHA384 : ECDHE - ECDSA - CHACHA20-POLY1305: ECDHE - RSA-CHACHA20 -
POLY1305:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384 " ;

add _header Strict-Transport-Security "max-age=31536000; includeSubDomains" always;

# Performance

ssl session _cache shared:SSL:10m;

ssl session timeout 1d;

root /var/www/example.com;

index index.html;

# ...
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Mocne YCTaAaHOBKWN Nginx NMno ymMoJ14aHNKO aKTUBEH OANH CanT, KOTOprIZ Bbl BuOuTe Ha 80 nopTy —

3T0 cTpaHuua "Welcome to nginx!". Ero KoH(Urypaumsa HaxoauTca B hanne ‘_
. YT0o6bl pa3mMecTnTb CBOWN CaNT, HY>KHO OTKJIOYUTb 3TY KOHUIrypaLmMio 1 co3gaTb

CBOIO.

YOanmm cCMMBOJIMYECKYIO CCbIJIKY Ha KOHDMIypaumo no ymonyaHuioo. 9To 6esonacHee, 4em
yAansaTb cam alis, Tak Kak OH OCTaHeTCs B B KayecTBe npumepa.

sudo rm /etc/nginx/sites-enabled/default

Co3pganvm HoBbIM han KoHUrypauum anas Hawero gomMmeHa (Hanpumep, example.com™) B
KaTasore

sudo nano /etc/nginx/sites-available/example.com

BcTaBbTe B 3TOT han 6a30BYy0 KOHOUIypauuto Ans ctaTudeckoro canta. He 3abyabTe co3paTh
KaTanor — N MONIOXKNTb TyAa hainbl Ballero canTa (Hanpumep, “index.html™).

server {
listen 80;
server _name example.com www.example.com;
root /var/www/example.com;
index index.html index.htm;
location / {

try files $uri $uri/ =404;



Tenepb co3pagnM CUMBOJINYECKYIO CChIJIKY U3 sites-available B _ 4T0b6bI Nginx

"yBugen" n 3arpysuni Hawy KOHpuUrypauuio.

sudo ln -s /etc/nginx/sites-available/example.com /etc/nginx/sites-enabled/

Mepen nepesanyckom Bceraa npoBepsnTe KOHMUTypaLUIo Ha Haslndyme CUHTaKCU4YeCKnx omnbok.

MpoBepuTb KOHOUTypaLWIo:

sudo nginx -t

Ecnm owmnbok HeT (BbiBOA: “syntax is ok, test is successful’), npumeHsieM N3MeHeHN KOMaHOoMh
‘reload’, koTopas genaeT 370 6e3 pa3pbiBa TEKYLLUNX COeANHEHWIA.

sudo systemctl reload nginx
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O4eHb YacCTbIV CLUEeHapU: 3alLNTUTb BHYTPEHHUN MHCTPYMEHT (Hanpumep, Grafana, Prometheus,
Beb-nHTepdemnc 1C), paboTatowmin Ha noKaabHOM nMopTy (Hanpumep, 3000), n paspewnTb AOCTYN
K HEMY TOJIbKO N3 0(PNCHON CceTn.

server {

listen 80;

server name dashboard.example.com;

# Bnok orpaHuyeHus pocTtyna

allow 88.77.66.55; # Baw oQuCHbIN/goMawHun IP

allow 127.0.0.1; # [octyn c camoro cepsepa

deny all; # 3anpeTuTb OOCTYN BCEM OCTalibHbIM

location / {
proxy pass http://localhost:3000; # Agpec Bawero BHYTPEHHEro MNpUIOXeHUs
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;



Mo3BonseT NpocMaTpuBaTb COOEPXKXMMOE KaTaslora, ec/im B HeM OTCYTCTBYeT MHAEKCHbIN han.
MonesHo ona opraHusaumnm hanioBbiX apXNBOB.

location /downloads/ {
root /var/www/files;
autoindex on; # BKMWYUTb NIUCTUHI
autoindex exact size off; # MNoka3biBaTb pa3mepbl dainoB B ynobHom Bupge (KB, MB)

autoindex localtime on; # [loka3biBaTb NOKanbHoe BpeMs (annos

BrnoknpyeT oocTyn K cpa|7|naM, Ha4YMHalWNMCA C TOYKWN, TaKUM KaK - nin -

location ~ /\. {
deny all;
return 404;

???7?7?7?°?7?7?7??7 .htaccess  ? Nginx

BaxkHoe oTnnyme Nginx oT Apache: **Nginx He nogaep>xuBaeT dannbl ~.htaccess **. 3To caenaHo
OCO3HaHHO A4J11 NOBbILWEHNSA NPONU3BOANTENLHOCTU. NginX cHUTbIBaeT KOHpUrypauuo ognH pas
npw cTapTe WM nepesarpy3ke n OEPXXUT ee B MaMATU, B TO BpeMs Kak Apache nposepsieT
Hanun4me " .htaccess’ B Kak[0M KaTaJiore npu Ka>xJaom 3anpoce.

Bce npaBuna, koTopble Bbl 6bl MomMmecTunun B ~.htaccess”, B Nginx nponucbkiBatoTcs
HenocpenCcTBEHHO B KOHMUrypaunoHHoOM caisie Bawero canta (B 6soke - nnu -). BoT
KakK 3MynMpoBaTb NOMyNsSpHbIE NpaBuia:

TunuyHas 3agada ANa GperiMBOPKOB: BCE 3aMpoChl, KOTOPbIE HE BEAYT K CYLLEeCTBYIOLUM (ainam,
0TNpPaBNATb Ha rnaeBHbIN “index.php”.

# MNpumep pnsa Apache (.htaccess)

# RewriteEngine On

# RewriteCond %{REQUEST FILENAME} !-f
# RewriteCond %{REQUEST FILENAME} !-d
# RewriteRule . /index.php [L]

# JkBuBaneHt gna Nginx



location / {

try files $uri $uri/ /index.php?$query string;
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# Mpumep pns Apache (.htaccess B nanke /secret)
# deny from all
# JkBuBaneHt pna Nginx
location /secret/ {
deny all;

return 404; # OnuuoHanbHO, MOXHO BepHYTb 403 unu 404



