Windows

HacTponkun 0asa HaCToJSIbHbIX BEPCUI

e OcHoBbl paboTbl CMD n Powershell




P77 27?7?7777 CMD ?
Powershell

PPV D P77

OTobparkaeT cnncok ¢anaoB 1 Nanok. ONumy NO3BOASAIOT KOMMAKTHbIN BbIBOL, U BKJIIOYEHNE
CKPbITbIX (hannoB.

dir /b # CMD - TONbKO MMeHa (¢annoB M Manok
dir /a # CMD - noka3aTb CKpbiTbie dansbl
Get-ChildItem # PowerShell - aHanor kKomaHpbl dir
Get-ChildItem -Force # PowerShell - nokasaTb CKpbiTble ¢awsbl

PPV?? P?????7?7?

cd C:\Windows\System32 # CMD
Set-Location C:\Windows\System32 # PowerShell

22972727 272272777

md TempFolder # CMD
New-Item -ItemType Directory -Path TempFolder # PowerShell

DPVVVVV? D077

del /q old log.txt # CMD - Tuxo, 6e3 nopgTBepxpeHus

Remove-Item old log.txt -Force # PowerShell

rd /s /q "C:\0ld Project" # CMD - peKypCMBHO M TKXO

Remove-Item "C:\0ld Project" -Recurse -Force # PowerShell

DVVVVV? P???????7?7?7? ??7?777



type config.txt # CMD
Get-Content config.txt # PowerShell

DV QD P77 D D77 ? ?????7?7?777

cd "C:\Program Files\My App"
del "D:\Mou pokyMeHTb\OT4eT 3a rop.docx"
Set-Location "C:\Program Files\My App" # PowerShell

Remove-Item "D:\Mou pokyMmeHTb\OT4eT 3a rog.docx" -Force # PowerShell

DPVVVVVIVV??7?

net user newuser MyPassword /add # CMD
New-LocalUser -Name "newuser" -Password (ConvertTo-SecureString "MyPassword" -AsPlainText -

Force) # PowerShell

PPV PPVVVVIVVV???7?

net user newuser /delete # CMD

Remove-LocalUser -Name "newuser" # PowerShell

DPPPPVDVD PPV PV PPV VPPV ?77?77?7

net localgroup Administrators newuser /add # CMD - pobaBWTb B rpynny agMUHWUCTPaTOPOB

Add-LocalGroupMember -Group "Administrators" -Member "newuser" # PowerShell

PPV D PPV ???7?77

attrib +r file.txt # CMD - cpenatb dann TONbKO A9 YTEHUS
attrib -r file.txt # CMD - cHATb aTpubyT TONbKO Of8 4YTEHUN
Get-Item file.txt | Set-ItemProperty -Name IsReadOnly -Value $true # PowerShell
Get-Item file.txt | Set-ItemProperty -Name IsReadOnly -Value $false # PowerShell

PPV D PPVV???7?

chkdsk C: /f # CMD - npoBepuTb M MCnNpaBuTb OWWMOKM

Get-Volume -DrivelLetter C | Repair-Volume # PowerShell



DIV 7?7?77

wmic logicaldisk get size,freespace,caption # CMD

Get-Volume | Select-Object DrivelLetter, SizeRemaining, Size # PowerShell

DPVVVVD V7?77?77

ipconfig /all # CMD
Get-NetIPConfiguration # PowerShell

ping vya.ru # CMD un PowerShell

DPPPPVVVVV? DIVV???7?

tracert google.com # CMD un PowerShell

DIV PPV ???77?7?

netstat -an # CMD
Get-NetTCPConnection # PowerShell

nslookup ya.ru # CMD n PowerShell

PPV ?7?7

tasklist # CMD

Get-Process # PowerShell

DPVVPVVDVV? PVV?V???777?7?

taskkill /pid 1234 /f # CMD no PID
taskkill /im notepad.exe /f # CMD no umeHwu
Stop-Process -Id 1234 -Force # PowerShell no PID

Stop-Process -Name notepad -Force # PowerShell no vMeHwu



PP??77777

277 272777
hostname # CMD
$env: COMPUTERNAME # PowerShell

DPPPPVDD PPV VVV??7? P?7?77?7

sfc /scannow # CMD

Repair-WindowsImage -Online -CheckHealth  # PowerShell

DPVVVVVV?? D DP??????7?7?777

shutdown /s /t O # CMD - BbIK/OYEHME

shutdown /r /t O # CMD - nepe3arpyska
Stop-Computer # PowerShell - BbikNyeHue
Restart-Computer # PowerShell - nepesarpyska

PPV DP???7?

dir /s /b *.log # CMD - nowuck dannos .log peKypCUBHO
Get-ChildItem -Path C:\ -Recurse -Filter *.log # PowerShell

PP 7?77?77

# PowerShell npumep noucka ¢annos >100MB

Get-ChildItem -Path C:\ -Recurse | Where-Object {$ .Length -gt 100MB}

PowerShell ??7??7? 2?7?77 <1KB

Get-ChildItem -Path C:\Users\ -Recurse | Where-Object {$ .Length -1t 1KB}

DPVVVVVIVVV?VIV? D PP??7?7

compact /c /s:C:\MyFolder # CMD - cxaTb BCe Galnbl B nanke

Compress-Archive -Path C:\MyFolder\* -DestinationPath C:\MyFolder.zip # PowerShell



Get-EventLog -LogName System -Newest 50 # nocnepHue 50 3anucerd CUCTEMHOrO XypHana
Get-EventLog -LogName Application -EntryType Error  # owvubkuM B NPUIOKEHUAX

Get-WinEvent -LogName Security | Select-Object -First 50  # HoBble cobbiTMa He3onacHoCTH

P77 ???7?7?

wevtutil epl System C:\Logs\System.evtx # CMD - sKkcnopT XypHana B ¢daun
Get-EventLog -LogName System | Export-Csv C:\Logs\System.csv # PowerShell B CSV

PPV D777

BbiBoO KOMaHA B hamn: dir /b > list.txt MAK Get-ChildItem | Out-File list.txt

PaboTa ¢ ganHHbIMK NyTamu: PowerShell koppekTHo obpabaTbiBaeT nyTn >260 CMMBOIOB
MaccoBoe yganeHue no wabnoHy: del *.tmp MAM Remove-Item *.tmp -Force

Mownck n donnbTpauns no pasmepy/gate/Tuny B PowerShell 4epes Where-0Object
CucTeMHble XXYpHaJsibl MOXKHO (hnibTpoBaTb MO AaTe, TUNy cobbITUS N NCTOYHUKY



